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sac Ada? 

lit May, mx 



Coordinator, 



u.a* c.x.». 






I 

$ have boon requested by the Joint Intelligence 
Qgdsjmlttoe to write to you In connection with th e attached 
memorandum which 1» shortly to be tabled ter the i ^ 

I | Mww^a oi vna BC du^lty Coordinating cocaaitteo or tne 
Heading droop of the Hortn Atlantic Council . 

2. this attached memorandum recommends that certain 

stops should ho taken to prevent the leakage of K.A.t.O. infor- 
mation through Insecure telegraphic arrangement# hy H.A.f.O. 
powers* the underlying reasons for producing this memorandum 
include knowledge from Cowint that at least ease of the Dep- 
uties on the Worth Atlantic Council have not been making use 
Of fypex Hark XI when transmitting highly secret matter# con- 
cerning the work of the ocruneil. 



¥ho 



of the Security Coordinating 
hn&lttee aro'hdSh ihdootrinsfbd and are being infomsd of 
these underlying reasona* £ho J.I.C. considered that, if 
possible, the Suited States member of the Security Coordinating 
Committee should haw those underlying reasons for the produc- 
tion of this memorandum fully explained to tin, in order that 
the memorandum should ho fully understood, 

A# they therefore suggested that X should explain this 

situation to you and ask that. If possible, you should arrange 
for the indoctrination of the United States member of the Se- 
curity Coordinating Committee (if he is not already indoctri- 
nated) and for him to bo briefed accordingly* 



matter. 



X should be grateful for your assistance in this 



Declassified and approved for release by NSA on 02-12-2014 pursuant to' 
E.Q. 13526 . 
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The decision to be tefeen t» whether the Standing Group should taka 
further stops to jowvent the leakage of NATO Xaf c*»a tieo through the ir*t«r~ 
tsptien of telwgraphle aster ial, 

(ft) By sMurlng that there is no delay in equipping all appropriate 
X*A»?» agmeie* with tnbreakabl e cypher aaohinery (Types Mark IX), and 

(b) by issuing further guidance an the type of notorial which should 
be sent by the approved cypher ayeterw 

mrnsm 

!• Faragraph Vf tit Appendix B to $0, 7/34 readsi- 

«The special cryptographic axTangeeonts which have bean provided 
will enable national delegates or their national diplomatic 
rsprossfitatlreB at the seat of all NATO bodies to coaaunleate 
with their Cknrernaenta sod will allow intercommunication between 
all NATO secretariat n. Similar arrangement* will be made to allow 
Sujpswwo Caoeanders to eanpunieate with Naval, Military and Air 
Ocwander# end Service Ministries, The only cryptograph!* eyeieta 
to be used for the present ties at these level* for COSMIC Camuni* 
cations of all security classifications end M/TO ecmunlcations 
alas aif led Top Secret or Secret is fypex Hark IX with simplex 
setting#*, 

3* As far am we ere a>ara. the provisions of the paragraph quoted above 
have been er are being inpleenied la the Military agencies of SATO, If 
#0,7/30 i* approved by the Standing Group, and is to be fully observed, 
however, fypex Sark IX Machine* should fee used by the Deputies to conduct 
their telegraphic eerraapendenaa with their foreign Ministers and also by 
the Deputies* Secretariat and the Secretariats of other NATO bodies in 
London and Baris, At present, *e believe that although there nay have been 
a full issue of types Mark XX Machines they nay not have been brought into 
use. The latest Inf creation we have about the allocation of Machines is in 
82*400*30 of Both July, 1351, 
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4* The Deputies* discussions range over every field of MATO activity 
except the purely military. %rm in the military f laid the Standing 
Group make available to them Top Secret Information# Iwilviduai Deputies 
frequently repair# instructions from their Governments at short notice and 
It 1* Inevitable that they ahould teak these insrtructlene by telegraph. 

It cypher systems ether than the approved secure system are used, there are 
grave possibilities that Soviet intelligence -will be able to intercept many 
telegrams and free* these piece together a fairly accurate day-to-day picture 
ef K.A.T, pluming. 



5. Free time to time the Deoutlee also dies 
highly secret nature which if disclosed to th4_ 
grave political and strategic eo naequenesa (taw ~ 
dlaauaaion of SATO policy iewardJ j 



& m ature of a 
| could have 
example was the 



i« Tha present definition of Cosraie Material (DSGR IB 5-50 of let 
November, 1950) covers only "papers tabled at meetings of any body or 
ooranities set up under RATO 1 *. If the instruction that only Cosmic material 
of all clarifications and RATO top secret and secret aatsrial is to ba sent 
by the approved Cryptographic #y*t«a la strictly observed. It aould. seea 
that there may sail still bo a risk of leakages through insecure cypher systeas 
•van when Typex machines have been installed in tha appropriate R.A.T, agencies* 
Under the definition of Cosmic purely national papers which might contain 
highly secret materiel related to H.A.7. natters need not be marked "CcuudtS 
In the absence of this marking nations era quite justified in snayphering 
in their own, perhaps Insecure, cypher systems telegrams bases on these papers 
which might contain highly secret material (unless they are expected to mark 
much telegrams “MATO* but this Is not clear). It is even possible far a 
text which is enciphered in this way on one day to require special jweteatien 
on the following day owing to its having been tabled In a H.A.T* coraoitte . 
and thereby receiving the Cosmic narking, and consequently qualifying for 
transmission by Typex Bark XI. 

7* Thus there is a twofold danger to MATO security (owing to the presence 

of the deputies in London the danger le particularly serious there)* 

* 

(a) la eoee eases RATO telegraphic procedure can not be enforced 
because the prescribed apparatus may not be available, or have 
been brought Into use. 

(b) In ether cases RATO information whose disclosure might be 
dangerous is mot subject to RATO telegraphic procedure. 

S» It ie submitted that the following action is necess&ryt- 

(a) To ensure that when Typex Mark II machines have been issued, 
they are brought into use with the least pcaealble delay. 

(b) Since the Council of Deputies was set up after the allocation 
aT Typex *ark jj machines, (SQq~200->30 ef 20th July, 1950;, to 

draw the Council of Deputies 1 attention to the regulations 
regarding cryptographic charnels in order to determine whether 
IPV the alloeatldt||Wtif^^m|^»set their requirements. 



IBM*' 



<«} To Issue further gtddance to IATO aganciee, oaklng it clear 
that telegraphic traffic involving not only *008010" Interests 
but also other eomunl cat Iona related to Horth Atlantia Treaty 
Interests anti be sect by the approred cypher eyetea* 



That action Should be taken along the lines of paragraph 6 above.^ 



COPY 



